Autodesk Revit Building 9 / Structure 3 API Tech Note

Working with User and Administrative privileges and the Autodesk Revit API

Overview

As of Autodesk Revit Building 9 / Structure 3 Beta 2 the Revit API will permit users with less than Power User status to execute external commands. This document will explain how system administrators can set Autodesk Revit to support this behaviour and also how users will be notified if the system administrator has not set such support.

Current Problem

When Autodesk Revit is run by a user with insufficient registry privileges and external commands are present, the application will fail to run correctly.

Reason

To keep the registry clean, Autodesk Revit only populates the registry with API related details on start up of the main application. It also unregisters and removes these entries on exit thus keeping the registry as clean as possible. This permits multiple versions of Autodesk Revit to run on any given machine with out issue. 

Solutions & Workarounds

There are two known solutions to this problem at this time:

1. Increase the privileges of the user such that they are a Power User or higher.

2. Have a system administrator set Autodesk Revit not to remove the registry information at the end of their session. Details of this option are given below:

Multi User Revit API Pre Setup

While the system administrator is setting the machine for a standard user use, the steps below can be taken to ensure that the external commands will work successfully without the standard user’s intervention:

System Administrator

1. Install Autodesk Revit.

2. Set the file access rights to the Autodesk Revit installed directory and its sub directories and file to Full Control for all users. (This is standard procedure for Autodesk Revit multi user installations.)

3. Edit the Revit.ini file and add the following lines:
[API]
UnregisterOnExit=0

4. Install the 3rd Party API based applications and any associated links.

5. Run Autodesk Revit and execute the external command to ensure that it is working.

At this point the system administrator can log out and provide the machine to the standard user who should be able to execute external commands without issue.

Multi User Revit API Post Setup.

If the system administrator is not aware of the above approach and installs Autodesk Revit for multi user use in the recommended manner the following chain of events will occur and procedure will need to be taken.

Standard User

1. When the user logs on and attempts to use Autodesk Revit, they will be notified that they have insufficient privileges to execute API commands and must have the system administrator log on and start Autodesk Revit. When the user has seen this message, Autodesk Revit will automatically write the UnregisterOnExit=0 entry into the Revit.ini file. (Note : user must have sufficient files privileges to do so).

2. The user can continue their use of Autodesk Revit if they desire however the external commands will not function.

3. The user ends the session of Autodesk Revit and logs off.

System Administrator

4. The system administrator logs on.

5. The system administrator runs Autodesk Revit. At this point the API will fully register in the system registry.

6. The system administrator exits Revit. Normally Revit would clean all of its entries from the system registry, but since the UnregisterOnExit=0 the entries are not removed.

7. The system administrator can log off and the user log on and use Revit. The external commands will function.

